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When Everyone Protects

OUR LIVES ARE
DEDICATED TO THE
MITIGATION AND
REMEDIATION OF THE
CYBER PLAGUE THAT - —
IS MENACING THE

WORLD TODAY
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Impact of Email Fraud
According to the Federal Bureau ‘(‘
of Investigation (FBI)’s report,
losses due to business email
compromise (BEC) and email
account  compromise  (EAC)
scams have reached
o o o | June 2016 ay 2017 july 2018
$12.5 Billion worldwide. i )

Lost to Email Fraud Number of victims globally
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The solution

“Building organizational memory
by building Subconscious

competency and human

firewall to protect the
organization”
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Security Awareness

Security awareness is one of the fastest

growing markets, especially for
solutions that focus on the delivery of

content for end-user security awareness.

effective!

By combining testing and learning, =

OhPhish gives users alearning experience  [HEEEEEEEEE——— & J
that is fun, interactive, and e
\

Help secure your organization from a cyber-attack with
OhPhish!
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WHY SECURITY AWARENESS? awsare

When Everyone Protects

There are many applicable regulations that are driving the need for Security Awareness
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Implement a program Ensure that all employees Create a training program, All employees of the Procedural processes and
that ensures security are educated on the and then ensure that all organization and, where communication of
awareness and training importance of protecting staff members, not only relevant, contractors and requirements for ‘privacy
for all staff members cardholder information complete the training, but  third-party users should by design’ and privacy
fully understand the receive appropriate awareness training have
material covered, ... awareness training and ... been disseminated ...

Who must comply? Who must Comply? Who must comply? Who must comply? Who must comply?

Institutions with offices

Various organizations All merchant of any size All projects that are Compliance to the .
operating in the United accepting credit cards, funded by the Federal international in an EU country or that
States must be in compliance Government that collect, information security collect, process or store
with PCI Security store, process, use or standard, 1S027001, the personal data.of.
Council standards transmit data must ensures that companies anyone located W|th.|n an
comply with FISMA. comply with other EU country are required
legislations. to comply with the

GDPR.
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E-learning Aware

v" Premium Videos

* Micro-Videos . v' Practice Mode Quizzes
* long Videos with Quiz v' Challenge Mode Quizzes
v" Quiz Master Mode

v" Interactive e-learning Module
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Aware - Key Features

Custom Alerts

@ o

v" Training Reminders to users

Leader board

v' Executive Report
== v" Management Dashboard

Detailed Reporting

Auto-delivery of training reports to Admin
Branch wise Reports

Designation wise Reports
Department wise Reports
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Authentication of Users

-
T e N WS T e ”
2 Son s & ; Microsoft G-Suite  Active Simple

0365 Directory Login and
Password

Onboarding of Users
+++
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Microsoft G-Suite  Active CSV/XLS Manual Entry
0365 Directory file upload
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Aware Learning Management System (LMS) awseire
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Aware brings organizations a world class platform to provide extraordinary
security awareness training content.

Aware LMS gives organizations access to plethora of videos, interactive

cyber security awareness contents and pre-designed modules to select from.

These trainings are:

v’ interactive and ensures that the learners are enjoy the learning
experience

v having multiple themes available to allow the end-customer to select a
theme that relevant topics in a manner that suits their internal culture.

v developed in-house by experienced designers leveraging best practices
for maximum effectiveness in changing behaviour.




Aware Challenge Modes

Aware Challenge is the gamification module of Aware platform. It has three modes.

LN SN L

01 - Practice (5

Practice existing quizzes
Time and score yourself
against these quizzes
Enhance your knowledge

Be ready for competition

02 - Challenge

AN N NS

Challenge can be hosted by

any player

Answer fast and correct to
score more

Highest scorer wins

Compete and learn

aWweszire
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03 - GameTime

D NN

Participate in ongoing org
level quizzes

GameTime can be hosted
by Admins only

Compete against other
departments

Climb up the leaderboard
by winning
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Security Awareness Compliance Topécs

Compliance Topics

'ﬂ' Fake News

L8 ,ﬂ: Fake News

Forgot Password? Gamwg"gmpmmmr
admin

Securnty Awareness

®
U
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Game Time
Explore




Security Awareness Training Content
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Aware Trainings

Cloud security

Living Mobile Secure
Social Media Practices
The Impersonator
Social Engineering
URL Padding
Ransomware

Think before you post
The Impersonator
Strongest Password
Smished

Cryptojacking

Fake Mobile Application
Mobile Security Awareness

NN N N N N YN NN NN

Aware Trainings

What is Phishing?

Spear Phishers

Backup

Tailgating

Mobile Security Awareness
Business Email Compromise
Phishing Defence Best Practices
Fake Wi-Fi

loT at Home

USB Baiting

Cyber Security Starts at Home
Evading Fake news

Physical Security

Strongest Link




YHPHISH

Fortifying Front Lines

LEARNING MANAGEMENT SYSTEM

User
Certification

awesire
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g 2850
Y, has successfully completed the “Basics of Phishing” training as part of Cyber
‘J’ Security Awareness Program on August 18, 2020.
YHPHISH
Fortifying Front Lines

EC-Council fﬂ.
CERTIFICATE OF TRAINING A
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Video Recording

EC-Council
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CORPORATE HISTORY awiire
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Security Awareness & Phishing
Simulations using OhPhish
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